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1
Decision/action requested

SA3 is kindly asked to approve the update to key issue #3 in TR 33.700-32.
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3
Rationale

According to TR 23.700-32 [1] clause 5.4.1, non-3GPP devices behind one gateway UE or 5G-RG need to be identifiable to the network, so that the traffic to/from the UE or 5G-RG associated with the non-3GPP devices can be controlled and charged individually by the network operator. The network uses the non-3GPP device identifier defined in TR 33.700-32 [2] to identify a non-3GPP device, while the non-3GPP device uses only the subscription of the gateway UE or 5G-RG to access the 5GC as per TR 23.700-32 [1]. It means that the access level authentication of the non-3GPP device is based on UE subscription identifier rather than the non-3GPP device identifier, and only the gateway UE or 5G-RG is visible to the network. To make the non-3GPP device behind the gateway UE or 5G-RG visible to the network and identifiable, the non-3GPP device identifier defined in TR 33.700-32 [2] and corresponding credential need to be used by the network to ensure the authenticity of the identified device.
The key issue #3 in current version of TR 33.700-32 [2] does not clearly state why non-3GPP devices behind the gateway UE or 5G-RG need to be authenticated through the means supported network. If the network does not need to identify the non-3GPP device and control its traffic, authentication of the device can be done independently on application layer between the device and application server, which is out of 3GPP scope. The security threats are not analysed in line with the real purpose of the authentication either. 

In addition, the current definition of non-3GPP device identifier does not reflect its usage either. There could be multiple identifiers in a non-3GPP device used for different purposes. Current definition does not clarify for what purpose the identifier is used by the network. Without such clarification, it is unclear how the identifier is used in the study.
This pCR proposes to update key issue #3 and the corresponding definition in TR 33.700-32 [2]. 
4
Detailed proposal

*************** Start of the 1st Change ****************

3.1
Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1], TR 23.700-32 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Non-3GPP device identifier: an identifier of a non-3GPP device connecting to network via a UE or 5G-RG. It is used by the network to identify the non-3GPP device for controlling and charging the traffic of the non-3GPP devices to/from the connected UE or 5G-RG. It is also used for the network to ensure the authenticity of the identified non-3GPP devices.
Editor’s Note: the non-3GPP device identifier and user identifier may be updated according to the progress in TR 23.700-32 [2]. 

*************** Start of the 2nd Change ****************

5.3
Key issue #3: Authentication and Authorization of one or more non-3GPP devices behind one gateway UE or 5G-RG
5.3.1
Key issue details

This key issue is going to address Authentication and Authorization of one or more non-3GPP devices behind one gateway UE or 5G-RG. It is to address the security issues related to the key issue #4 in the TR 23.700-32 [2], i.e. Identifying non-3GPP Devices Connecting behind a UE or 5G-RG. 
The non-3GPP device needs to be identifiable to the network, so that the traffic to/from the UE or 5G-RG associated with the non-3GPP devices can be controlled and charged individually by the network operator. The network uses the non-3GPP device identifier defined in clause 3.1 to identify a non-3GPP device, while the non-3GPP device uses only the subscription of the gateway UE or 5G-RG to access the 5GC, as per TR 23.700-32 [2] clause 5.4.1. It means that the access level authentication of the non-3GPP device is based on UE subscription identifier rather than its non-3GPP device identifier, and only the gateway UE or 5G-RG is visible to the network. To make the non-3GPP device behind the gateway UE or 5G-RG visible to the network and identifiable, the non-3GPP device identifier defined in clause 3.1 and its corresponding credential need to be used by the network to ensure the authenticity of the identified device.
5.3.2
Security Threats

If the non-3GPP devices behind one gateway UE or 5G-RG are not authenticated and authorized through means supported by the network, the network cannot ensure the authenticity of the identified non-3GPP devices. Then an attacker manipulating one non-3GPP device can access the network by impersonating another non-3GPP device via one gateway UE or 5G-RG to enjoy enhanced user experience or optimized performance but avoid being charged by the network.

5.3.3
Potential security requirements 
The 3GPP system shall provide means to support authentication and authorization of a non-3GPP device behind UE or 5G-RG based on a non-3GPP device identifier.

*************** End of the Changes ****************

